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This session introduces and
demonstrates content-
addressable resources for
education, a set of tools and
processes for the creation
and storage of learning
resources in a distributed
peer-to-peer network.




Learning Outcomes

You will be able to:
* describe how content addressing works

* describe the use of content addressing to enable a secure and
distributed resource network

* create and add their own open educational resources to the network
* access and reuse resources from the network

* appreciate how content addressing provides an alternative to license-
based OER



Issues for Open Educational Resources

* Licensing alone is not enough

(o . . . . . . .
CC licenses and tools are proving indispensable in certain domains, most

notably in the education and research sectors. However, they do not entirely
address mainstream content sharing on the internet today. Indeed, most
sharing occurs on proprietary platforms designed to keep users within their

own systems.”

* Resources are no longer community-based

“Our existing licenses and tools do not fully address the collateral damage
caused by exploitative, decontextualized, unethical, and antisocial reuse of
shared content. We cannot turn a blind eye.”

Creative Commons Strategy 2020 - https://docs.google.com/document/d/1o0RDt7Lk0tp571xygWy
Second Draft, November 2, 2020 DsS7rRvKWiK1BFPuiDm9jbF-c/edit?usp=sharing



https://docs.google.com/document/d/1oRDt7Lk0tp571xygWyDsS7rRvKWiK1BFPuiDm9jbF-c/edit?usp=sharing

Content Addressable Resources for Education

Content Addressable
Resources for
Education (CARE)

PP

* CARE are content-addressable, they are stored and access in the web as a whole
* CARE are also associated with each other in an Open Resource Graph (ORG)
* CARE can be cloned and edited by any user

https://github.com/Downes/CARE-project



Content Addressable Resources for Education

Search

BcleB0a4b0f6e49422f1b44ec074a3791f6b0BF2c5a180a016bfec053b1b7 5502

File info has been found in blockchain:

Upload Time
Wed Aug 14 2019 17:13:49 GMT-0400 (Eastern Daylight Time)

Hash
B8cleB80a24b0f649422f1b44ec074a3721f6b0Ef2c5a180a016bfec053b 1675502

IPFS path (click link to check file)
127.0.0.1:8080/ipfs/QmeeT5uEc2US5YAq4SLh&6XIbIWRY 2 kKctSZynYxNQhCR

CARE are content-addressable, they are stored and access in the web as a whole

CARE are also associated with each other in an Open Resource Graph (ORG)
CARE can be cloned and edited by any user

https://github.com/Downes/CARE-project



Encryption Algorithms

These are open
source!

Algorithms
Internal state
Output size size Block size
Algorithm and variant (bits) (bits) (bits) Rounds Operations
MDS5 (as reference) 128 128 512 64 And, Xor, Rot,
(4 x32) Add (mod 23?),
Or
SHA-0 160 160 512 80 And, Xor, Rot,
SHA-1 (5% 32) Add (mod 232),
I Or
SHA-2 SHA-224 224 256 512 64 And, Xor, Rot,
SHA-256 256 (8 x32) Add (mod 23?),
Or, Shr
SHA-384 384 512 1024 80 And, Xor, Rot,
SHA-512 512 (8 x64) Add (mod 2%%),
SHA-512/224 (224 Or, Shr
SHA-512/256 [256
SHA-3 SHA3-224 224 1600 1152 2401 And, Xor, Rot,
SHA3-256 256 (5% 5 x 64) 1088 Not https://en.wikipedia.org/wiki
SHA3-384 384 832 ]
SHA3512 512 576 /Secure Hash Algorithms
SHAKE128 d (arbitrary) 1344
SHAKE256 d (arbitrary) 1088



https://en.wikipedia.org/wiki/MD5
https://en.wikipedia.org/wiki/SHA-0
https://en.wikipedia.org/wiki/SHA-1
https://en.wikipedia.org/wiki/SHA-2
https://en.wikipedia.org/wiki/SHA-3
https://en.wikipedia.org/wiki/Secure_Hash_Algorithms#cite_note-5
https://en.wikipedia.org/wiki/Secure_Hash_Algorithms

One-way Encryption

Algorithms
“Come on over!” < 2-way - Code > “Come on over!”
wUwDPglyJu9LONnkBAf4v

“Come on over!” 1-way - Hash wUwDPglyJu9LOnkBAf4v

wUwDPglyJu9LOnkBAf4v



Unigueness

Algorithms

“Come on over now!” 1-way - Hash SpQgQZltcz7LWwEquhd
SpQgQZltcz7LWwEquhd
“Come on over!” 1-way - Hash wUwDPglyJu9LOnkBAf4v

wUwDPglyJu9LOnkBAf4v



Content-based Address

Algorithms

“Come on over now!” 1-way - Hash > SpQgQZltcz7LWwEquhd

A4

dat://001245SpQgQZltcz7LWwEquhd




Revisions

wUwDPglyJu9LOnkBAf4v — SpQgQZltcz7LWwEquhd
2FdgvdIC7sDv7G1Z7pCNz

“Come on over!” “Come on over now!”
wUwDPglyJu9LOnkBAf4v SpQgQZltcz7LWwEquhd



Merkle Chain

H sBCIEFixH

H.I'-H-EL'I HI:fElH

https://btc-investor.net/merkle-tree-hashing-blockchain/



https://btc-investor.net/merkle-tree-hashing-blockchain/

How Git Uses Merkle Chains

Q8cag 3dac? f3@ab

commit size commit size commit size
tree O9Z2ec’ tree 184ca tree Odezd

parent parent 98ca% parent 3dac2
author Scott — author Scott _— author Scott
committer Scott committer Scott committer Scott

The initial commit of my project Fixed bug #132E - stack overft Low add Teature #32 - ability to add new
Under certalr con@ltlions |l:" TS TO '.|Il:' CENTIraL LATErT o
Y | | Y

Snapshot C

Snapshot B

Snapshot A

https://git-scm.com/book/en/v2/Git-Branching-Branches-in-a-Nutshell

Hash trees are also used in the IPFS, Btrfs and ZFS file systems; Dat protocol; Apache Wave protocol; Git and
Mercurial distributed revision control systems; the Tahoe-LAFS backup system; Zeronet; the Bitcoin and Ethereum
peer-to-peer networks; the Certificate Transparency framework; and a number of NoSQL systems such as Apache

Cassandra, Riak, and Dynamo. https://en.wikipedia.org/wiki/Merkle tree



https://git-scm.com/book/en/v2/Git-Branching-Branches-in-a-Nutshell
https://en.wikipedia.org/wiki/Merkle_tree

Peer-to-Peer Networks

Each node is a server. Some are big,
some are small. They each connect to
some, but not all, of the other servers,
so nobody is overloaded.

https://www.kindpng.com/imgv/iTJIwhxT connection-png-
page-network-effect-transparent-png/



https://www.kindpng.com/imgv/iTJwhxT_connection-png-page-network-effect-transparent-png/

Peer-to-Peer Networks

Each network node stores only content it is
interested in, plus some indexing information
that helps figure out which node is storing
what.

When you look up a file to view or download,
you're asking the network to find the nodes
that are storing the content behind that file's
hash.

https://ipfs.io/#how



https://ipfs.io/#how

Secure Access

dat://001245SpQgQZltcz7LWwEquhd —— @

—> “Come on over!”

“Come on over!”

Algoirithm: 001245

> SpQgQZltcz7LWwEquhd



A Range of Applications

* Content-addressable resources could be used in
combination with other graph-based technologies to
create such features as:

* |earner-generated content
 activity records, and
» digital badges

* Because these records are stored and linked as one-
way encrypted data, they are private and secure.

* Participants can determine for themselves whether
any course-related activity is shared to a wider
audience.




* The authors recently developed and used these resources in a MOOC,
which will be shared. Participants can see how content-addressable
resources could be used in combination with other graph-based
technologies to create such features as learner-generated content,
activity records, and digital badges. Because these records are stored
and linked as one-way encrypted data, they are private and secure.
Participants can determine for themselves whether any course-
related activity is shared to a wider audience.



E-Learning 3.0 Course

E-Learning 3.0

Course Outline

) ) Course Outline
Sign up for E-Learning 3.0 2019

Regqister Here

-1. Getting Ready

Connectivism is based on the idea that knowledge is essentially the set of connections in a network, and that learning
therefore is the process of creating and shaping those networks. To get started we'll look at what to do to set up and how
to learn in a connectivist course.

Course Newsletter

Activity Centre

-1. Getting Ready
0. E-Learning 1 and 2

The premise of this course is that we are entering the third major phase of the world wide web, and that it will redefine
online learning as it has previously. The first phase of the internet as it was originally developed in 1994, based on the
client-server model, and focused on pages and files. The second phase, popularly called Web 2.0, created a web based
on data and interoperability between platforms.

0. E-Learning 1and 2
1. Data

2. Cloud

3. Graph

4. |dentity

1. Data
This week the course addresses two conceptual challenges: first, the shift in our understanding of content from
documents to data; and second, the shift in our understanding of data from centralized to decentralized.

2. Cloud

The joke is that “the cloud™ is just shorthand for “someone else’s computer” The conceptual challenge is that it doesn’t
matter whose computer it is, that it could change any time, and that we should begin to think of “computing” and “storage”
as commodities, more like “water” or “electricity”, rather than as features of a type of device that sits on your desktop.

5. Resources

6. Recognition

https://el30.mooc.ca/course_outline.htm



EL30 - A Course as Linked Open Data

Hangout XAPI I LRS
Institution Event Activity
Course T
Module: Resource OER/CARE
Author Name
- Description T
Skill Task
A
— — \
Competencies Link | Feed Author
|
* -
Webmention

Blockchain f« Badge

Backpack

https://www.downes.ca/presentation/515



https://www.downes.ca/presentation/515

IPFS Desktop

USA, Eugene

I In

USA, Anaheaim

I-bl Canada, Kitchener

https://ipfs.io/#install

199

PEERS
46ms 1203 PSRg
49ms W 1503 Faad
Lems " omXG D7VL

o

ipd - udp - quic
ipd - udp - quic

ipd - tep

1-10

10-100 @ 100+


https://ipfs.io/#install

Browsing the IPFS Network

@ Firefox / Firefox for Android € Chrome / ¥ Brave

- GET THE h’ avallable in the

- ¥ ADD-ON @) chrome web store

o

https://github.com/ipfs/in-web-browsers

IPFS Web Hub

https://ipfs.io/ipfs/QmdmQXB2m
zChmMeKY47C43LxUdg1NDJ5M
WcKMKxDu7RgQm

&5 Settings x +
q C A @ Brave | bravey//settings/?search=ipfs
Q  ipfy
Extensions
Settings
g Ethereum provider for using Dapps Ask
& Get started
Load Crypto Wallets on startup
EZ  Appearance
. Allow Google login for extensions
New Tab Page Learn more
S Syne
S 4 Hangouts
e Shields Uses Hangouts component to enable screen sharing and other features in the browser.
elds

B

Sacial media blocking

Search engine

Extensions

Safety check

Additional settings

https://brave.com/

IPFS Companion
Uses IPFS companion extension ta enhance IPFS support in the browser.

Media Router
Uses Media Router component to enable Chromecast in the browser.

Private Window with Tor
Tor hides your IP address from the sites you visit

WebTorrent

Uses WebTorrent to display tarrents directly in the browser. Suppaorts torrent files and magnet


https://github.com/ipfs/in-web-browsers
https://brave.com/
https://ipfs.io/ipfs/QmdmQXB2mzChmMeKY47C43LxUdg1NDJ5MWcKMKxDu7RgQm

Interplanetary File System (IPFS)
@IPFS

~ Identity ~ Persistence —————  — Marketplace — NFT N - Content ————— __ Qther —.

b t Vi =S O - ; "‘

i ’ gri.io G CIviC | @ N INFURA egm ‘ OpenBazaar '&a/]% dlux D-tUbe . IRWb ‘ depklt '.‘,
arbore d UNSTOPPABLE é'\ texcl o QRIGIN nnnnnnnnnnnnnnnnnnnnnn ﬂ . kaurtio

exnie 2 —— . x _ Simple |\ .
# -  Nowios é # DIGITAL ART CHAIN Decentraland @ evemieeois & ‘ B MOIBIT
fleek ZINC U'P°'t SMPEAL * Bounty@x Gl A " ®ALZXANDRIA Hometey o)
}) Echzi:HaA\N EXPLORE! "A handshake / " @ OSSy mo en S M qﬁers lSprtsHub ad Chall’l M‘E}:‘gﬁE
7 J | S -
— Social Media Tﬂl[a‘! ~— Governance Exchange l PEERG@S ,/S I P S E I K U ‘ f WINGS

S NAME le— G lock:
BOX gty o 0.0 Peepeth v . @ ovBlocks @ ODethel‘ ( @ dllve PeerPad O Stake‘ﬁSh | | E

Orbit o Democracy )
h rr AN : 0 W gffﬁ
Swa (" -

Fart
i I magic lea
.online N L 9 P
Partyshare \ et 4 0 /6

{I Identifi KARMA AKASHA (Jindorse v ‘
ARAGON DNE

— Integrations & Collaborations --., ~ Prediction R FILESTORM
Cr‘ Y - - Atall lab

@ O c @ & BESS | 7 coinomi REQUEST RAVENCOIN n Viewly Y C:) edC

AUGUR \, NETWORK

: - = < Bloom 4 rosonomics 23 Fission
KN—IX Gmx CryptoBets @ 5 kyber ¢ @ IPFSDATA

N ETFLIX k I- NixO S : MyEtherWallet network VKM .’ aCtl_.lx ﬂ

A w H Q 1 Enll Envil tal Dat

=l kﬂ;ﬁ:oesoﬁ cu.ounﬁua « VIRTUE POKER H\ Unlswap 6‘{3 MARKET @g AuRIUS & Governance Inftative DAppNode

https://ipfs.io/images/ipfs-applications-diagram.png



https://ipfs.io/images/ipfs-applications-diagram.png

Example: Notebooks

Z Jupyter spectrogram s

File Edit View Insert Cell Kernel Help

+ = @B 4+ ¥ M EH C Markdown s CellToolbar

Simple spectral analysis

An illustration of the Discrete Fourier Transform

Nl e
Xp= Y xexpv ¥ k=0,...,N-1
=0

In (2): from scipy.io import wavfile
rate, x = wavfile.read('test mono.wav"')

And we can easily view it's spectral structure using matplotiib's builtin specgram routine:

In [5): fig, (axl, ax2) = plt.subplots(l,2,figsize(16,5))
axl.plot(x); axl.set_title('Raw audio signal')
ax2.specgram(x); ax2.set_title('Spectrogram’);

Raw audio signal
40000

30000

20000

10000

]

=10000

-20000

A

| Python3 O

https://github.com/jupyter/jup
yter/wiki/A-gallery-of-
interesting-Jupyter-
Notebooks#machine-learning-
statistics-and-probability

Openlearn Jupyter
Books Remix, TM351

Notebooks in VM and

Electron.

https://www.dataguest.io/blog/jupyter-

notebook-tips-tricks-shortcuts/



https://www.dataquest.io/blog/jupyter-notebook-tips-tricks-shortcuts/
https://blog.ouseful.info/2019/05/17/fragment-openlearn-jupyter-books-remix/
https://blog.ouseful.info/2019/05/21/fragment-tm351-notebooks-jupyter-books-in-the-vm-and-via-an-electron-app/
https://github.com/jupyter/jupyter/wiki/A-gallery-of-interesting-Jupyter-Notebooks#machine-learning-statistics-and-probability

Applications

AWESOME IPFS ARTICLES =] DATASETS N’ﬁ‘ SERVICES

L

Find your awesome app...

DATASETS

Operating Systems Mirror
& Archive (OSMA)

Mirror and archive of 29 established op
erating systems with 192 releases.

Size: 643GB

& P

ipcoronafs

A realtime service to scrape COVID-18
and SARS-CoV-2, storing on IPFS, DNS
Link, and streaming over LibP2P pubsu
b

<fs

mahuta

Mahuta is a plug and play service for y
our micro-service architecture allowing
to collect, store and index data on IPFS
and offering search functionalities (full
text, query).

& <

L]
DATASETS

WistfulBooks: LibriVox
Audiobook Archive

Free DUDI\C domain audiobooks from Li
brivVox.org packaged into a single page
that lets you listen to audiobooks in yo
ur browser.

Size: 20 TiB
& &

ARTICLES

Hands-on IPLD Tutorial in
Golang Series

January 4, 2020

Py
1]
W

IPSE

A search engine for the IPFS network.

Py
1]
W

a js video player

o

edChain

EdChain is a global network for educati
on and careers. It uses blockchain and
distributed web technologies to deliver
educational content, even to those wit
hout broadband internet.

) ed

& o

Blockwatch

Monitor the current block number of th
e Ethereum blockchain, and set alerts
(stored locally using PouchDB in your b
rowser) for when certain block heights
are passed

& o

Temporal

Temporal is an easy to use APl and plat
form for integrating IPFS and other dist
ributed/decentralized storage technolo
gies into enterprise applications

gri
Dataset version control, discovery and
collaboration tools (free, open-source).

5 <P

Peer Map Demo

A map of IPv4 IPFS peers that uses win
dow.ipfs

gogo.tattoo

Gogo Tattoo Project uses IPFS, DLTs a
nd other modern technologies to offer
tattoo artists and wearers an unbreaka
ble lifetime record of their portfolios. g
ogo.tattoo app already has a feature to

https://awesome.ipfs.io/



https://awesome.ipfs.io/

Dweb

* One significant current project implementing such a protocol is called
Dweb (for ‘distributed web’ or ‘decentralized web’). (Ayala, 2018)

* Based on the dat protocol, a mechanism for finding and distributing

content
dat://502bdf152d00a35f9785f78d107b9037b5eca9354bcf593e7b4995f9be97a614/

* This address is in fact the dat:// address for the first Content
Addressable Resource for Education (CARE)

https://hacks.mozilla.org/2018/07/introducing-the-d-web/

https://www.datprotocol.com/



https://hacks.mozilla.org/2018/07/introducing-the-d-web/
https://www.datprotocol.com/

Browsing the Dweb Network

o Beaker Blog Documentation \:’ Install Beaker \’\,I

My new website

Beaker Browser

A peer-to-peer browser for Web hackers.

Install Beaker I: Read the Docs :\

https://beakerbrowser.com/

Advanced Preferences . +

L & @ &) Firefox | about:config A M &

1, wpinstall.signatures. required|

xpinstall.signatures.required false — )

https://sammacbeth.eu/blog/2020/05/08/install-dat-for-
firefox.html



https://beakerbrowser.com/
https://sammacbeth.eu/blog/2020/05/08/install-dat-for-firefox.html

An important aspect of these resources is that they can be developed
or modified by anyone. This supports not only content revision but also
a common mechanism for community-based meta-tagging or content
reviews and to, optionally, provide data on context and use. Thus
participants will be able to appreciate how content-addressable
resources can inhabit a rich ecosystem that provides an open
alternative to published-based and controlled repositories.
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